
Audit of the Milwaukee Public 
Library (MPL) Data Center 

Controls 

AYCHA SAWA 
City Comptroller 

CHARLES ROEDEL 
Audit Manager 

City of Milwaukee, Wisconsin 

April 2021 



Table of Contents 

Transmittal Letter .........................................................................................................................1 

Audit Report Highlights ................................................................................................................2 

I. Audit Scope, Objectives, and Methodology ...........................................................................3 

II. Organization and Fiscal Impact .............................................................................................4 

III. Audit Conclusions and Recommendations ............................................................................5 

Management Response from the MPL ........................................................................................7 

Comptroller’s Acknowledgement of Receipt ...............................................................................8 



April 1, 2021 

Honorable Tom Barrett, Mayor 
The Members of the Common Council 
City of Milwaukee 
Milwaukee, WI  53202 

Dear Mayor and Council Members: 

The attached report summarizes the results of the Audit of the Milwaukee Public Library (MPL) 
Data Center Controls.  The scope of the audit included the physical security, environmental, and backup 
control activities at the Central Library data center and the alternate data processing center at the 
Tippecanoe branch. 

The primary focus of the audit was to evaluate whether the internal controls in place over the data 
center are designed adequately and operating effectively.  The audit objectives were as follows: 

1. Assess whether the data center physical and IT environmental controls are compliant with
department policy, best practice criteria, and standards outlined by the Information Systems
Auditing and Control Association (ISACA), Federal Information System Controls Audit
Manual (FISCAM), and the National Institute of Standards and Technology (NIST); and,

2. Assess whether the data center controls over data backup, offsite storage, and system
restoration procedures are performed in accordance with department policy, best practice
criteria, and standards outlined by ISACA, FISCAM, and NIST.

 

the audit concluded other data center controls (physical, IT environment, data back-up, 
and offsite storage) are adequately designed and operating effectively with three related findings and 
recommendations. 

Audit findings are discussed in the Audit Conclusions and Recommendations section of this report 
and are followed by management’s response. 

Appreciation is expressed for the cooperation extended to the auditors by the personnel of the 
Milwaukee Public Library. 

Sincerely, 

Charles Roedel, CPA, CIA 
Audit Manager 
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Why We Did This Audit 
City data centers were identified as a 
high risk area in the Citywide IT Risk 
Assessment.  The Milwaukee Public 
Library (MPL) data centers are a 
foundation for MPL operations.  
Business continuity is essential to 
ensuring ongoing services to City of 
Milwaukee employees.  Continuity 
involves the ability to restore lost data 
easily and to minimize or eliminate 
system downtime from a disruption 
event that can lead to lost productivity, 
costly data recovery, and service 
interruptions. 

Objectives 
The objectives of the audit were to 
assess whether the data center physical 
and IT environmental controls and 
controls over data backup, offsite 
storage, and system restoration were in 
compliance with department policy 
and best practice criteria. 

Background 
Milwaukee Public Library’s mission is 
to help people read, learn, and connect.  
MPL is an anchor institution that helps 
build healthy families and vibrant 
neighborhoods – the foundation of a 
strong Milwaukee. 

Audit Report Highlights 
Audit of the Milwaukee Public Library Data Center Controls 

Overview 

 
 

 the audit concluded other data 
center controls (physical, IT environment, data back-up, and offsite 
storage) are adequately designed and operating effectively with 
three related findings and recommendations. 

Opportunities for Improvement 

 
 

Environmental Controls: The data centers do not have an 
automated fire suppression system. 

Environmental Controls:  Extraneous objects such as a pallet of 
previously used machines were located in the main data center.  
Electronic equipment was on the floor of the Tippecanoe data 
center.  Both locations had boxes in the data centers. 

Access Control: Data center-specific badge access reviews are not 
done regularly. 

(Recommendations can be found in the Audit Conclusions and 
Recommendations section of this report.) 
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I. Audit Scope, Objectives, and Methodology

Scope 

The scope of the audit encompassed MPL Data Center’s physical security, environmental, and backup 

control activities and include the alternate data processing site(s).  The time period covered includes 

the current state of operations and one complete data backup cycle. 

Objectives 

The objectives of the audit were as follows: 

1. Assess whether the data center physical and IT environmental controls are compliant

with department policy, best practice criteria, and standards outlined by the Information

Systems Auditing and Control Association (ISACA), Federal Information System

Controls Audit Manual (FISCAM), and the National Institute of Standards and

Technology (NIST); and,

2. Assess whether the data center controls over data backup, offsite storage, and system

restoration procedures are performed in accordance with department policy, best practice

criteria, and standards outlined by ISACA, FISCAM, and NIST.

The audit was conducted in accordance with generally accepted government auditing standards.  

Those standards require that we plan and perform the audit to obtain sufficient, appropriate evidence 

to provide a reasonable basis for the findings and conclusions based on the audit objectives.  Internal 

Audit believes that the evidence obtained provides a reasonable basis for the audit’s findings and 

conclusions based on the audit objectives. 

Methodology 

Audit methodology included developing an understanding of the processes and controls over the 

MPL data centers.  To establish appropriate evaluation criteria for this audit, controls and procedures 

specific to the MPL data centers were compared to a best practice based controls testing program.  

The audit program was developed using criteria outlined by ISACA, FISCAM, and NIST.  These 

best practice standards present a methodology for performing information system control audits of 

federal and other governmental entities in accordance with professional standards as presented in 

Government Auditing Standards (also known as the “Yellow Book”), which was used as a reference 
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and program development guide for the planning of this audit.  The audit program and procedures 

also included elements from best practice criteria Control Objectives for Information and Related 

Technology (COBIT), Committee of Sponsoring Organizations of the Treadway Commission -2013 

(COSO), and NIST 800-14, 800-53 (Revision 4), 800-84.   

The audit procedures developed to evaluate the processes and controls to meet the audit objectives 

included process walkthroughs, inspection of relevant control documentation, and the testing of 

controls as follows: 

• Review of internal policies, procedures, and guidelines;

• Review of physical access controls to the main and Tippecanoe data centers based on

the principle of least privilege;

• Assessment of environmental controls to protect against the risk of damage from fire,

water, and unauthorized persons;

• Assessment of data backup, offsite storage, and system restoration procedures; and

• Evaluation of disaster recovery and business continuity plans to recover from a service

outage.

II. Organization and Fiscal Impact

Milwaukee Public Library (MPL) Mission Statement1  

MPL’s mission is to help people read, learn, and connect. MPL is an anchor institution that helps 

build healthy families and vibrant neighborhoods – the foundation of a strong Milwaukee. 

1 https://www.mpl.org/ 
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III. Audit Conclusions and Recommendations

 

 

the audit concluded other data center controls (physical, IT environment, data 

back-up, and offsite storage) are adequately designed and operating effectively with three related 

findings and recommendations. 

 

 

 

 

 

 

 

  

 

 

Fire Prevention 

Finding: The data centers do not have an automated fire suppression system. There is a possibility 

that a fire would not be suppressed in a timely manner.  The cost of equipment replacement and loss 

of service could be significant.  Risk Rating: Medium 

Recommendation 2: Evaluate the cost of an automated fire suppression systems at the main and 

Tippecanoe data centers. 

2 Federal Information Systems Controls Audit Manual (FISCAM), GAO IT Manual, CP-3, pp. 329-342. 
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Room Capacity & Space Efficiency: Extraneous Objects 

Environmental controls for room capacity and space efficiency can diminish the losses from 

accidents and injury, reduce fire risk, optimize cooling resources, and ensure an optimal clean 

environment to protect high dollar investments in technology equipment.   

Finding: Extraneous objects such as a pallet of previously used machines were located in the main 

data center.  Electronic equipment was on the floor of the Tippecanoe data center.  Both locations 

had boxes in the data centers.  Risk Rating: Low 

“A good strategy is to have a staging area outside of the data center where all boxes are removed 

from equipment before it is loaded on racks and carried into the data center. In addition to boxes, any 

plastic, foam, cardboard and whatever else there might be beyond the actual piece of equipment, 

should be removed in the staging area.”3 

Recommendation 3: Remove the pallet of previously used machines from the main data center.  Lift 

electronic equipment off the floor in Tippecanoe.  Remove boxes in both data centers. 

Access Control 

Management conducts regular reviews of individuals with physical access to sensitive areas to ensure 

such access is appropriate.4 

Finding: Data Center-specific badge access reviews are not done regularly.  If badge access is not 

reviewed on a regular basis, someone may have access that has no need for it.  The most secure 

situation is to have the least amount of access to the data centers.  Risk Rating: Low 

Recommendation 4: Review data center badge access semi-annually. 

3 https://www.facilitiesnet.com/firesafety/tip/Data-Center-Fire-Safety--22029 
4 Federal Information Systems Controls Audit Manual (FISCAM), GAO IT Manual, AC-6.4.4, p. 266 
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Central Library  |  814 W. Wisconsin Avenue, Milwaukee, WI 53233  |  mpl.org

Date:  March 22, 2021 

To:   Charles Roedel, Audit Manager 

From:   Joan Johnson, Library Director 

Re:  Audit of Milwaukee Public Library (MPL) Data Center Controls 

The City Comptroller’s Office recently completed an audit of the library’s backup and recovery controls. This 
memo explains their findings and the library’s current and planned response. 

 
 

  
 

Finding 2: Evaluate the cost of an automated fire suppression systems at the main and Tippecanoe data centers. 
Action:   Facilities staff will explore costs for retroactive fitting.  Future MPL building plans will ensure that fire 
suppression is built into architectural planning documentation. 
Cost exploration to be completed by December, 2021. 

Finding 3: Extraneous objects such as a pallet of previously used machines were located in the main data 
center.  Electronic equipment was on the floor of the Tippecanoe data center.  Both locations had boxes in the 
data centers. 
Action: Pallet of decommissioned hardware will be removed from the main data center. All electronic equipment 
will be supported above floor level in the Tippecanoe data center. Boxes will be removed from both data centers. 
To be completed by March 31, 2021. 

Finding 4: Data center‐specific badge access reviews are not compiled and reviewed regularly. 
Action: System/protocol for semi‐annual data center badge review will be established. Facilities staff will run bi‐
annual access reports for IT Management.  
To begin in June of 2021:  

Sincerely, 
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