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September 21, 2021 
 

Honorable Tom Barrett, Mayor 
The Members of the Common Council 
City of Milwaukee 
 
Dear Mayor and Council Members: 
 
The attached report summarizes the results of the Audit of Social Media Governance.  The scope of 
the audit included all City departments’ policies, procedures, processes, and postings related to social 
media with emphasis on conformity to the City of Milwaukee Social Media Policy.  The time period 
included in the audit was January to June of 2020.  The focus of the audit was to assess the City’s 
internal control over user access to social media accounts, appropriateness of use, and monitoring of 
social media activity. 
 
The audit objectives were as follows: 

 
1. Evaluate whether the City of Milwaukee Social Media Policy is in conformance with best 

practice standards; 
2. Assess whether City departments adhere to the City of Milwaukee Social Media Policy; 
3. Determine if user access management controls are in place and functioning adequately; and,  
4. Assess whether the controls over the monitoring of social media activity are in place and 

functioning adequately.  
  
The audit concluded that the City’s social media governance is at an early stage of maturity.  An 
opportunity exists for elected officials and departmental leaders to provide input to update the policy, 
including definition of ownership and responsibilities for social media governance.  Additionally, an 
opportunity exists to progress towards uniform user access, monitoring, record retention, and training 
procedures throughout the City. 

 
Audit findings are discussed in the Audit Conclusions and Recommendations section of this report 
and are followed by ITMD and MPD management’s response. 

 
      Sincerely, 
 
       

Charles Roedel, CPA, CIA 
Audit Manager  
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Why We Did This Audit 
 
Social media plays an increasing role 
in residents’ daily lives.  It is used by 
City departments and elected officials 
to communicate important 
information to residents.  
Appropriateness of usage affects 
resident trust and satisfaction with 
City government. 
 
Objectives 
 
The objectives of the audit were to 
compare the policy to best practice 
standards, assess adherence to the 
policy, and determine if controls over 
user access and monitoring were in 
place and functioning adequately. 
 
Background 
 
The City of Milwaukee Social Media 
Policy was developed in 2011 and 
can be found on the City’s website.  
Many City departments and elected 
officials communicate through 
platforms such as Facebook and 
Twitter to engage and share 
important information with residents.     

 

 
Audit Report Highlights 

  
Audit of Social Media Governance 

  
 

Overview 
 
The audit concluded that the City’s social media governance is at 
an early stage of maturity.  The Social Media Policy was updated 
in 2011.  Departmental leader and elected official awareness and 
compliance with the policy is inconsistent.  Additionally, user 
access, monitoring, record retention, and training procedures are 
inconsistent Citywide. 
 

Opportunities for Improvement 
 
Elected officials and departmental leaders should provide input to 
update the policy.  The policy update should: 
 

• Define the owner or owners of social media governance; 
• Explicitly prohibit misinformation and misleading 

information; and, 
• Define the differentiation of elected officials’ City 

account, campaign account, and personal account, and 
related expectations for City account use. 

 
Additionally, the City should progress towards uniform user 
access, monitoring, record retention, and training procedures 
Citywide. 
 
Detailed findings and related recommendations can be found 
in the Audit Conclusions and Recommendations section of this 
report. 
 



 

 

 
 

3 
 

I. Audit Scope, Objectives, and Methodology 

Scope 

The scope of the audit included all City departments’ policies, procedures, processes, and postings 

related to social media with emphasis on conformity to the City of Milwaukee Social Media Policy.  

The time period included in the audit was January to June of 2020.  The focus of the audit was to 

assess the City’s internal control over user access to social media accounts, appropriateness of use, 

and monitoring of social media activity. 

 

Objectives 

The objectives of the audit were as follows: 

1. Evaluate whether the City’s Social Media Policy is in conformance with best practice 

standards; 

2. Assess whether City departments adhere to the City’s Social Media Policy; 

3. Determine if user access management controls are in place and functioning adequately; and,  

4. Assess whether the controls over the monitoring of social media activity are in place and 

functioning adequately. 

The audit was conducted in accordance with generally accepted government auditing standards.  

Those standards require that we plan and perform the audit to obtain sufficient, appropriate evidence 

to provide a reasonable basis for the findings and conclusions based on the audit objectives.  Internal 

Audit believes that the evidence obtained provides a reasonable basis for the audit’s findings and 

conclusions based on the audit objectives. 

 

Methodology 

Audit methodology included developing an understanding of the processes and controls over social 

media governance.  The audit program was developed using criteria outlined by COSO and ISACA.  

These present a methodology for performing audits in accordance with professional standards as 

presented in Government Auditing Standards (also known as the “Yellow Book”), which was used as 

a reference and program development guide for the planning of this audit.   
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The audit procedures developed to evaluate the processes and controls included surveys as 

walkthroughs, inspection of relevant control documentation, review of internal policies, procedures, 

and guidelines, and the testing of controls. 

 

II. Organization and Fiscal Impact 

Social media plays an increasing role in residents’ daily lives.  It is used by City departments and 

elected officials to communicate important information to residents.  Appropriateness of usage 

affects resident trust and satisfaction with City government. 
 
The City of Milwaukee Social Media Policy was developed in 2011 and can be found on the City’s 

website.  Many City departments and elected officials communicate through platforms such as 

Facebook and Twitter to engage with the community and share important information with residents.     

 

III. Audit Conclusions and Recommendations 

The audit concluded that the City’s social media governance is at an early stage of maturity.  

Awareness, understanding, and compliance with the City of Milwaukee Social Media Policy is 

inconsistent among departmental leaders and elected officials.  Additionally, user access, monitoring, 

record retention, and training procedures are inconsistent Citywide. 

 

Social Media Governance Ownership and Responsibilities 

The Social Media Policy does not identify ownership of social media governance.  Control design 

and execution of control responsibilities are decentralized, taking place at the departmental and 

elected official levels.   

 

Finding: Ownership and responsibilities of social media governance are not defined. 

 

Risk: Lack of oversight due to lack of ownership.  Risk Rating: High 

 

Recommendation 1: Ownership and responsibilities of social media governance should be identified 

in the Social Media Policy.  Implementation Owner: ITMD 
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Social Media Policy Awareness 

Departmental and elected official survey results showed a lack of awareness of the Social Media 

Policy.  Many respondents were not aware that there was a policy.  Additionally, other respondents 

who were aware of the policy were not part of its creation. 

 

Finding: The Social Media Policy is not widely known to departmental leaders and elected officials.   

 

Risk: Users may not comply with the Social Media Policy because they are not aware any policy 

even exists.  Additionally, City stakeholders may not agree with the policy.  Risk Rating: High 

 

Recommendation 2: The Social Media Policy should be updated with opportunity for input from all 

departments and elected officials.  Implementation Owner: ITMD 

 

Social Media Policy Non-Compliance 

Internal Audit tested 50 social media postings across City departments and elected officials for 

compliance with the Social Media Policy.  Internal Audit found that MPD social media postings 

selected as part of the sample were not in compliance with the policy, which prescribes 

“[d]epartments must ensure that their employees constantly monitor material posted to social media 

sites to replace stale, outdated, and/or incorrect information”1 and “[e]mployees representing the City 

of Milwaukee on social media sites must act responsibly in the posting of material and in their online 

demeanor… they should always exercise good judgment regarding the content.”2 

 

Finding: MPD maintained tweets with misinformation in violation of the Social Media Policy.  

Additionally, MPD tweeted statistics that falsely implied causation in violation of the Social Media 

Policy. 

 

Risk: Loss of trust and potential for misinformation or outdated information misleading Milwaukee 

residents.  Risk Rating: High 

 

                                                           
1 Department of Administration Information and Technology Management Division.  City of Milwaukee Social 
Media Policy.  City of Milwaukee.  2011.  https://city.milwaukee.gov/SocialMediaPolicy  
2 Ibid.  

https://city.milwaukee.gov/SocialMediaPolicy
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Recommendation 3: The Social Media Policy should explicitly prohibit misinformation and 

misleading information.  Implementation Owner: ITMD  

 

Further, MPD should review the Social Media policy and comply with the policy.  Implementation 

Owner: MPD 

 

Social Media Management 

Departmental and elected official survey results showed inconsistent procedures for user access 

reviews, training, monitoring, and record retention. 

 

Finding: Management of user access, monitoring, record retention, and training procedures are 

inconsistent Citywide. 

 

Risk: Inconsistent execution of Social Media management responsibilities.  Risk Rating: Medium 

 

Recommendation 4: Uniform user access, monitoring, record retention, and training procedures 

should be developed and implemented Citywide.  Stakeholders should consider whether the 

increasing prevalence of social media warrants investment in social media management software.  

Implementation Owner: ITMD 

 

Elected Official Account Differentiation 

Elected officials should have clear differentiation between City accounts, campaign accounts, and 

other personal accounts. 

 

Finding: Differentiation between elected officials’ City accounts, campaign accounts, and other 

personal accounts is often unclear. 

 

Risk: Potential for campaign and other personal usage being interpreted as coming from City 

account.  Risk Rating: Low 

 

Recommendation 5: An updated Social Media Policy should address the need to differentiate the 

campaign, City, and personal accounts of elected officials.  Implementation Owner: ITMD 





    Aa

Milwaukee
 

September 1, 2021

Charles Roedel
Audit Manager
City Comptroller’s Office

City Hall, Room 404
Milwaukee, WI 53202

Department of Administration

Information and Technology
ManagementDivision

RE: Responseto Social Media GovernanceInternal Audit

Dear Mr. Roedel:

Tom Barrett
Mayor

Sharon D. Robinson
Administration Director

David A. Henke
Chief Information Officer

The DepartmentofAdministration - Information and Technology ManagementDivision (ITMD)

appreciates the opportunity to work with the Comptroller's office regarding the subject audit

and acknowledgesreceipt of the draft observations dated August 26, 2021.

Detailed responsesto each observation are provided below. Each responseincludesbrief

feedbackto the observation,a status for those where remediation actions are planned, and an

anticipated status update date for those with remediation actions.

Finding 1: Ownership andresponsibilities of social media governancearenotdefined.

Recommendation 1: Ownership and responsibilities of social media governance should be

identified in the Social Media Policy.

ITMD agreesthe Social Media Policy should explicitly define the ownership and

responsibilities of social media governance. Thepolicy, in consultation with various

departmentsandelectedofficials, can be updated with revised languageto reflect this

proposed change. The Social Media Policy is anticipated to be updated in conjunction

with the deploymentof a new social media managementplatform that will provide

additional features and functionality. The new platform is anticipated to be available by

Q3 of 2022, with an updated Social Media Policy adopted in Q4 of 2022 to reflect the

available tools. Updates to the implementation status can be provided atthattime.

Finding 2: The Social Media Policy is not widely knownto departmentalleaders andelected
officials.

Suite 400, 809 North Broadway, Milwaukee, Wisconsin 53202. Phone (414) 286-5511 8



Recommendation2: The Social Media Policy should be updated with opportunity for input from
all departmentsandelectedofficials.

ITMD agreesthe Social Media Policy should updatedto reflect the several

recommendationsofthe audit, the incorporation of new social media managementtools,

andto reflect current technology. Thepolicy, in consultation with various departments

andelected officials, can be updated in conjunction with the deploymentof a new social

media managementplatform that will provide additional features and functionality. The

newplatform is anticipated to be available by Q3 of 2022, with an updated Social Media

Policy adopted in Q4 of 2022 to reflect the available tools. Updates to the implementation

status can beprovidedat that time.

Finding 3: A City department maintained tweets with misinformationin violation of the Social

Media Policy. Additionally, this City department tweetedstatistics that falsely implied causation
in violation of the Social Media Policy.

Recommendation 3: TheSocial Media Policy should explicitly prohibit misinformation and
misleading information.

As notedin the audit report, the current Social Media Policy currently states,

“[d]epartments must ensure that their employees constantly monitor material posted to

social mediasites to replace stale, outdated, and/or incorrect information” and

“[e]mployees representing the City of Milwaukee on social media sites must act

responsibly in the posting of material and in their online demeanor... they should always

exercise good judgment regarding the content.”

ITMD agreesthe Social Media Policy should explicitly prohibit misinformation and

misleading information. Thepolicy, in consultation with various departments and elected

officials, can be updated with revised language to reflect these terms. The Social Media

Policy is anticipated to be updated in conjunction with the deploymentof a new social

media managementplatform that will provide additional features and functionality. The

newplatform is anticipated to be available by Q3 of 2022, with an updated Social Media

Policy adopted in Q4 of 2022 to reflect the available tools. Updates to the implementation

status can be providedat that time.

Finding: Managementof user access, monitoring, record retention, and training procedures are

inconsistent Citywide.

Recommendation 4: Uniform useraccess, monitoring, record retention, and training

procedures should be developed and implemented Citywide. Stakeholders should consider

whetherthe increasing prevalenceof social media warrants investmentin social media

managementsoftware.

ITMD agreesthat the use of acommonsocial media managementplatform throughoutthe

City is needed to provide uniform user access, monitoring, and record retention. ITMD

has previously requested and received funding allocated for the procurementofa social

media managementtool. An RFP has been developed and will be issued through the

purchasingdivision in the next several weeks. It is anticipate that the RFP and

implementation process may take up to 9 months, with full implementation and
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remediationofthis finding in Q3 of 2022. Updates to the implementation status can be
provided at that time.

Finding 5: Differentiation betweenelectedofficials’ City accounts, campaign accounts, and other
personalaccountsis often unclear.

Recommendation 5: An updated Social Media Policy should address the need to differentiate

the campaign,City, and personal accountsofelected officials.

ITMD believesthe differentiation of use of City resources for personal and campaign use

is much broaderthanjust social media. Nonetheless, reference to differentiating accounts

can be madein a revised Social Media Policy. Elected officials will be directed to contact

the Election Commission with specific questions or concerns regarding applicable City

ordinancesorstate statutes. This will be incorporated as part of a revised Social Media

Policy anticipated for adoption in Q4 of 2022. Updates to the implementation status can

be providedat that time.

Sincerely,

FLAME
David A. Henke

Chief Information Officer
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