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Presently, there are a total of forty Parking Enforcement vehicles equipped with the LPR-Patroller
system. LPR-Patroller units are used to identify vehicles that do not possess valid night parking
permits or night parking permissions. Twenty-four vehicles are equipped with the LPR-PatrollerUniversity Kit, which includes front cameras and a Global Positioning System (GPS) antenna; and
sixteen are equipped with the LPR-Patroller-Overtime Kit which includes GPS, front cameras and
rear tire cameras for enhanced parking enforcement.
At 2:00 a.m., 4:00 a.m. and 6:00 a.m. the LPR-Patroller-GPS is utilized to locate each Parking
Enforcement vehicle in the field to ensure the safety of Parking Ambassadors (parking
enforcement field personnel) and to confirm they are in their designated patrolling areas. The GPS
is only used for tracking the location of Parking Enforcement vehicles, monitoring the enforcement
individual and the overall performance of parking enforcement. The location of citizen vehicle
license plates is not determined and captured by the LPR-Patroller-GPS system.

Parking

Enforcement Ambassadors do not possess the systematic capability to alter the license plate data
captured via LPR-Patroller system during enforcement operations.

System Administration, Access, Change Control and Data Management
Security Desk, AutoVu’s back-office or administrative software (also known as Security Center)
is a non-web-based program that enables DPW management to govern parking regulations, permits
and permissions internally. The software requires installation on each authorized user’s desktop
computer and is accessed via user ID and password. Access to the Security Desk application is
restricted to two managers and three shift supervisors who are designated as the system
administrators. The system administrators utilize Security Desk to perform updates to user access,
grant permissions and initial authorizations, and remove or disable user access upon employee
termination or transfer.

Access changes can be systematically traced to the administrator

specifically responsible for the performance of the access update.
The ITMD and vendor do not have access to the Security Desk software. As a part of normal
operations, the ITMD and vendor personnel have no need to access the software. Only the vendor
can access the software, if a need were to arise (potential troubleshooting), provided permission is
granted by ITMD. To date, it has not been necessary to give the vendor access to the software.
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Parking administrator’s only control the established functionality and parameters provided by the
LPR system; thus, they can turn on or off certain features programmed into the system. Parking
administrators and ITMD cannot alter the software itself.
During each Parking Ambassador’s nightly shift, the data collected by the LPR-Patroller is
continuously transmitted to the ITMD Data Center server without any need for operator
intervention. This continuous transmission does not include the license plate picture data. At the
end of the shift, the system asks the operator if they wish to offload the picture data. The standard
procedure is for the operator to click ‘start’. If the standard procedure is not followed, the next
time a Parking Ambassador powers the system on they have the option to offload the previous
Parking Ambassador’s data, prior to the start of their shift. The system automatically offloads the
data if the system has been in an idle mode for an extended period of time; pictures will then be
transmitted to the ITMD server.
A high-level overview of the LPR-Patroller system operation is presented below in Figure 1 and
summarizes the recording, transfer, security and reporting of parking data.5
Figure 1
Overview of the LPR-Patroller System Operation
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The Security Desk software can directly access the LPR-Patroller data from the ITMD server. The
servers hosting the data tables are maintained by the ITMD and are secured in the ITMD Data
Center. The LPR-Patroller software also continuously captures the date, time and GPS longitude
and latitude of the City’s enforcement vehicle and also transmits this information nonstop back to
the ITMD server.
Additionally, Security Desk offers extensive reporting and operational data-mining capabilities
such as route playback, occupancy counts, parking citation statistics and individual staff
performance statistics. Data collected from the LPR system during enforcement operations is
captured, stored and retained within the parameters identified in the City record retention policy.
Audit procedures confirmed that the LPR system does not collect PII.

Law Enforcement Activities and Data
Parking Ambassadors only enforce City parking regulations and are not responsible or involved
with any other type of law enforcement activity, such as the identification, reporting, or recovery
of stolen vehicles. Additionally, the DPW parking database does not contain any information
regarding stolen vehicles as it is physically separate from, and is independent of, the Milwaukee
Police Department (MPD) database. MPD is solely responsible for enforcing laws regarding the
identification and recovery of stolen vehicles.
III. Audit Conclusions and Recommendations
The internal controls developed and implemented by DPW management over parking enforcement
operations have been designed to provide management with assurance that processes and controls
are performed consistently and are in compliance with policy, procedure, parking regulations, and
best practice. The audit concluded that the automated parking enforcement data management and
security controls in place over the LPR system are adequately designed and are operating
effectively. However, for certain controls, identified within this report, several enhancements
should be made in the control design to further improve the process. This audit report identifies
three recommendations to address these issues:
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1. Develop and document policies and procedures over the License Plate Recognition system
key processes and controls.
2. Develop and implement controls over vehicle keys, cell phones and mobile devices.
3. Configure the License Plate Recognition system for compliance with the City Password
Policy.
Additional details regarding the recommendations for improvement are provided in the remaining
sections of this report.
A. Policies and Procedures
In accordance with best practice, including the 2013 COSO Framework–Principle 12:
Management should implement control activities through policies that establish what is expected
and in procedures that put policies into action.
Written policies and procedures should be: developed and enforced for all operations; made
accessible and communicated to all personnel; and, reviewed and updated as needed. Well-defined
policies, procedures and processes outline current requirements, operations, interdependencies,
risks and controls, and they can help identify improvement opportunities. Per best practice:
 Policies contain high-level principles or requirements that a certain department or
functional area of the organization must follow, as formally agreed upon by management.
 Procedures are affiliated with particular policies and define lower-level processes, such as
daily, weekly or quarterly functions and job activities.
 Processes are contained within procedures, defining in detail how regular business
functions are performed whether on a repeating or as-needed basis, and show
interrelationships and dependencies with other processes, organizational areas or
technologies.
Documented policies and procedures provide insight into standardized functions, key risks and
controls that need to be monitored, and simplify risk assessments, risk mitigation and audit efforts.
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The DPW, Parking Enforcement does not have comprehensive, formal, documented policies and
procedures governing the internal operations that utilize the LPR-Patroller system. However, it is
noted that during the performance of the audit applicable policies were in a draft format, and
extensive LPR system user manuals and guides were available and have been included in day-today Parking Enforcement operations and training.
_____________________________________________________________________________________________________________________

Recommendation 1: Develop and document policies and procedures over the License Plate
Recognition system key processes and controls.
Management should develop and document formal comprehensive policies and procedures to
govern the following operations that utilize the LPR system:


The Parking Administrator procedure over the use of the Security Desk software.



The Parking Ambassador operations including the use of the LPR system.



The documentation of LPR system training and completion of training.



The practice of offloading LPR data from the enforcement vehicle LPR-Patroller units to
the Security Desk at the end of each shift to ensure the complete transfer of enforcement
data.

Policies and procedures should be stored in an accessible location and updated as needed.
_____________________________________________________________________________________________________________________
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B. Inventory Management and Safeguarding
In accordance with best practice and standard convention proper inventory accountability requires
that:
 Detailed records of produced, acquired or distributed inventory be maintained.
 Inventory has been safeguarded to provide reasonable assurance regarding the prevention
or timely detection of unauthorized acquisition, use or disposition of the City’s assets.
Physical controls and accountability reduce the risk of potentially undetected theft and loss,
unexpected shortages of critical items, and unnecessary purchases of items already on hand. These
controls improve visibility and accountability over the inventory which help ensure continuation
of operations and productivity.
Key card system controls limit accessibility to the Parking Enforcement Operations area; however,
vehicle keys, mobile devices and cell phones used by the Parking Ambassadors are stored in
unlocked cabinets.
_____________________________________________________________________________________________________________________

Recommendation 2 Develop and implement controls over vehicle keys, cell phones and
mobile devices.
To strengthen physical security controls over Parking Enforcement assets and inventory,
Management should:
1. Develop and implement inventory access controls to ensure that access to City vehicles,
assets or equipment is limited to authorized employees.
2. Repair and use the lock on the parking enforcement vehicle key storage cabinet.
3. Install and use locks on the storage cabinets containing hand held citation issuance devices
and cell phones.
______________________________________________________________________________________________________________
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C. Access Control Configuration
All City departments that maintain information systems must ensure that access to these
applications is adequately restricted. Passwords are an important aspect of computer system
security. 6 Employees with administrative access to City applications are responsible for taking
the appropriate steps to implement and secure end-user passwords configured to enforce the
minimum security standards set by the City’s Password Policy.
The LPR-Patroller system password configuration does not comply with the City’s Password
Policy. LPR-Patroller is not configured for the use of a password whereas the City Password
Policy requires an eight-character password. The LPR system password configurations were
established according to the vendor’s specifications when the application was originally
implemented in 2013.
The use of the LPR-Patroller system is limited to the parking enforcement vehicles and is only
used to identify vehicles that are illegally parked.
_____________________________________________________________________________________________________________________

Recommendation 3:

Configure the License Plate Recognition–Patroller system for

compliance with the City Password Policy.
To strengthen user access control over the LPR-Patroller system, Management should configure
the system password parameters to be compliant with City password requirements as follows:
 All passwords set to be at least eight characters long.
 All passwords must be alphanumeric (contain at least one (1) letter and (1) number).
 All passwords are set to change at least every 90 days.
 All passwords are locked out after five unsuccessful access attempts.
_____________________________________________________________________________________________________________________
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City of Milwaukee Password Policy dated June 11, 2011
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